ate of Risks (Cyber, Legal, Operational)
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Trust in, and value from, information systems
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Alntroduction
AHistory into Applications /Code (in summary)
AWho is responsible for Security in Applications? Dev Team? Security? Business?

HSACA ATrends Today i 2016!

Gaining ACommercial Software: SAP as a point of focus (Why SAP?)
the Edge 3

B e AOpen Source Security, The challenges today; Security, Legal, Operational
t\\e Future

AWhat can be done to solve the problem?

© ISACA South Africa Chapter All Rights Reserved #l sacazaco nf BACAZA  (SACAZA ISACA
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Introduction

AConsulting Partner, DeltaGRiC Consulting i Leading Consultancy in the SAP
Africa Ecosystem, focusing on mitigating cyber Risk and Compliance violations in
SAP run organizations

AEnterprise Application Security Enthusiast/Evangelist i Focused on SAP and
Open Source Software Security.

ADelivered first ever SAP cybersecurity project on the African Continent - RSSC,
Swaziland with ERPScan team

A Respected opinion on SAP Security matters / OSS Security matters (Times
News, ITWeb)

AAdvocate of ACompl i a-mthebds0 oangy daudes aNO
mitigate the actual Security Risks.

AParticipated in the Curriculum content development for the Graduate Program in
Cyber Security & Intelligence at the Ontario College of Management and
Technology, Canada (OCMT).

Al am not an Expert J .l know one t hing: Apdiogyp9ddocrakesn 0 w

fEENin
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@ ISACA South Africa Chapter All Rights Reserved #lsacaza con

. . Margaret Hamilton, lead software engineer of the Apollo Project,
How it a” began Wlth - stands next to the code she wrote by hand and that was used to
take humanity to the moon. [1969]

AAda Lovelace 19 Century i
AAlan Turin (23 June 19127 7
AMargaret Hamilton i 1969.
AMi crosoft, SA
AOfcourse Open source has

always been around for days!!

But the Focus ?
ANetwork Layer i SANS
AHost Layer

APhysical Layer

COBIT/ TOGAF

@ Omits ASVS




SACA Trends: Independent Credible Reports ?
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FIEI.IRE E-BA. Allocate the level of suendlng Incurred by your arganlzatlon for each of

O s b e e b mmmn s .l e

2016: ANOTHER CHALLENGING YEAR

The main challenge facing every software development team is to deliver applications on time
and on budget, while minimizing security vulnerabilities.

CISOs and their teams are losing visibility into the
software development process at a time when the
need for secure code has never have been greater.

In 2016 ensuring application code is secure will be as important, if not more important, than those
traditional dev team priorities. The number of high profile data breaches over the last few years
has made IT security a boardroom issue. The U.S. Department of Homeland Security (DHS) esti-
mates that 90 percent of security incidents result from exploits against defects in software.

The dilemma CISOs face is ensuring that third-party code used in software projects doesn’t intro-
duce vulnerabilities without incurring the wrath of development teams under pressure to deliver
applications on time and within budget. Making matters worse is that software applications are
getting more complex. For example, it now takes more than 100 million lines of code to run the
average high-end car. Managing that amount of mission-critical code is a huge challenge, but

- Security risk - Level of spending incurred

© ISACA South Africa Chapter All Rights Reserved #lsacazaco nf ISACAZA BISACAZA ISACA
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SAP / Hadoop / Oracle/ Microsofidoo/ *&"$#

AThe widespread myth thaBusiness critical Application Security especially ERRitisd to SOD matrix
has beerdispelled.

A Application languages come in various flavous8APC#, C++, JAVA, whigkists in almost every
companyc A lot of the times, they castore program vulnerabilities left by unqualified developers or
special backdoors which can help insiders to gain illicit access to business data.

.

Gamning
the Edge

Shaping
the Future

AOfall the recorded cyber breaches that occurred in 2015, 50% was attributed to the Application layer. A
variety of hack tools has been released that prove the possibility of SAP attacks and simplify them for
cybercriminals.

AMost of these vulnerabilities allow an unauthorized user to gain access to all the critical business data,
S0 it is necessary to think about implementing a specific system of SAP security. Unfortunately, many
information security officers are scarcely informed about the security of business applications like SAP &

Oracle p— 1
RGN in
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NET Blog |

first hand look from the NET engineering teams

viay 2015 .NET Security Updates

he NET team released two

Who is responsible for Security ?

Commercial Code

‘had innocentkiller at gmail.com.
don Aug 10 21:54:44 UTC 2015
o Messages sorted by: [ date ] [ thread ] [ subject ] [ author

security bulletins today as part of the monthly “Update Tuesday" cycle.

Open Source Code

MediaWiki-announce| Vedia Wiki decurity and
Vlaintenance Releases: 1.25.2, 1.24.3, 1.23.10

would like to announce the release of Mediawiki 1.25.2, 1.24.3, and

itical, Vulnerability in NET Framework Could Allow Remote Code Execution 23.10

hese releases fix three security issues in core, in addition to other bug
ixes. Several extensions have also had security issues fixed. Download

severe of the vulnerabi
ebpage that ¢

inks
re given at the end of this email

visits an untrusted w
‘ = Security fixes ==
Internal review discovered that Special:DeletedContributions

roperly
rotect the IP of autoblocked users.

| pecial:BlocklList.
‘ https://phabricator.wikinedia.org/T106893>

did not

This fix makes the functionality of
pecial:DeletedContributions consistent with Special:Contributions and

A
A
A Regulz
A Dedice
7. PERFORM
7.1 Warranty.

six months folloy
or (ii) if the defe
through SAP Su
uninterrupted ot
applications cont
in writing with a
such nonconform
the applicable n
exclusive remed

7.2 Express [
WITHOUT UMIT
THE EXTENT TH#
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DISCLAIMER OF WARRANTIES AND EXCLUSIVE REMEDIES

TO THE EXTENT NOT PROHIBITED BY LAW, ORACLE HEREBY DISCLAIMS ALL EXPRESS OR
IMPLIED REPRESENTATIONS, WARRANTIES, GUARANTEES, AND CONDITIONS OF ANY KIND,
ARISING BY LAW OR OTHERWISE, WITH REGARD TO THE PROGRAM, INCLUDING BUT NOT
LIMITED TO REPRESENTATIONS, WARRANTIES, GUARANTEES, AND CONDITIONS OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, TITLE, NONINFRINGEMENT, AND
QUALITY OF SERVICE. ORACLE MAKES NO REPRESENTATIONS OR WARRANTIES REGARDING
THE CONTENT, EFFECTIVENESS, USEFULNESS, RELIABILITY, AVAILABILITY, TIMELINESS,
QUALITY, SUITABILITY, ACCURACY OR COMPLETENESS OF THE PROGRAM OR THE RESULTS
YOU MAY OBTAIN BY USING THE PROGRAM OR THAT THE PROGRAM WILL BE
UNINTERRUPTED OR ERROR-FREE OR THAT IT IS COMPLETELY SECURE. WITHOUT LIMITING
THE GENERALITY OF THE FOREGOING, ORACLE DOES NOT REPRESENT OR WARRANT THAT

(A) THE OPERATION OR USE OF THE PROGRAM WILL BE TIMELY, SECURE, UNINTERRUPTED
OR ERROR-FREE; OR (B) THE QUALITY OF ANY PRODUCTS, SERVICES, INFORMATION OR
OTHER MATERIAL YOU PURCHASE OR OBTAIN THROUGH THE PROGRAM WILL MEET YOUR
REQUIREMENTS. YOU ACKNOWLEDGE THAT ORACLE DOES NOT CONTROL THE TRANSFER OF
DATA OVER COMMUNICATIONS FACILITIES, INCLUDING THE INTERNET, AND THAT THE
PROGRAM MAY BE SUBJECT TO LIMITATIONS, DELAYS, AND OTHER PROBLEMS INHERENT IN
THE USE OF SUCH COMMUNICATIONS FACILITIES. ORACLE IS NOT RESPONSIBLE FOR ANY
DELAYS, DELIVERY FAILURES, OR OTHER DAMAGE RESULTING FROM SUCH PROBLEMS.
EXCEPT WHERE EXPRESSLY PROVIDED OTHERWISE BY ORACLE, THE PROGRAM IS PROVIDED
TO YOU ON AN “AS IS” BASIS.
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ueaca Application Security Trends

o e e i A A company hire experts for VAPT service or Product
South Africa Chapter ; o )

AThose specialists run sompentestingtools

AThey (may) manually test vulnerabilities, escalate privileges and as a result write report about

vulnerabilities.

AdgS TF2dzy R @dzf y SNI.oLbdk Aol & K-S Dy | IOQS aZONBEBYNIK2 0 g A

L Wd T

Gamning
the Edge
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Shaping
the Future

Credits: Alexander Polyakov

AEverybody know that there are vulnerabilities in almost every system
Ahow dangerous ar¢hey?

Ahow easy is to explothem?

L;

Awhat can happen after the exploitation?

Aand what kind of REAL risks to YOUR organization it provides.

© ISACA South Africa Chapter All Rights Reserved #isacazaconf SACAZA  WSACAZA ISACA
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“Percentage of vulnerabilities in SAP is much higher
that people usually think” - number of vulnerabilities
closed by SAP equals to about 5% of all vulnerabilities ever
published on the Internet. (60000+ vs 3000+)

A

Lots W Trewe

Zaning
the Future
R - i

Credits: Alexander Polyakov ERPScan research : RSA Conference 2014
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A deep Dive into why SAP?

>,
stm suzmo P &G GA‘ 2 U%B OLYMPUS

GRsSAHG

*
IM Mw r ;- M DIE BERLINER ENERGIE
FUfiTSU Trans;\lta BCM STADTWE . ﬂm -

NSCHElD
Baylor (nllcy.cnf\kdu.lm Coldwader Creek
SN

. 3 &D vestas T .. B8 ribucia

mrF’h " _____=!
— " Akerc ”’“ e mé'.-.. {2 OfficeMax &\ Asnue=t
oy e
(g COMCAST )( KRONES ’4 Maastricht University
T — Boehringer @ S AR .
[ —— ||| Ingelheim sasTon PRODUCTS 4= PhilipMorrisUSA

AWhy SAP?
ASAP holds the corporate 'Crown Jewels":

A* 290,000 corporate customers, including; 87% of the global 2000; 98% of the most
valued brands

A* SAP touches

A74% of all global transactions
AUS$16 Trillion of retail sales

A..... and this data and information is of interest and real value to:

ACriminal hackers and activists; Competitors, partners and nation states

f&

AUnhappy employees and contractors
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A deep Dive into why Open Source*
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ORACLE DATA SHEET

h LIS
The Bel zease  Q ’
ORACLE AND OPEN SOURCE edin

ment > g
90% [lons
Help P ’
N T | . 1000
80% ORACLE IS INVESTING Oracle is commilted io offering choice, flexibility, and lower cost of compuiing for
il r
# ) Contentanc ~"NAVARIETYOF OPEN end users. By investing significant resources in developing, testing, optimizing, a de
: SOURCE, INCLUDING:
0 — . . . . P
70% [ SAP Moblle Dot Berkeley DB and supporiing open source technologies such as MySQL, GlassFish, Java, Linux,
~ain « Edli PHP, Apache, Eclipse, Berkeley DB, NetBeans, VirtualBox. Xen, InnoDB. and
Ganing o SN pe pache, Lodp YL, " g I,
the E(‘Be 60% * GiassFish more, Oracle is clearly embracing and offering leading open source solutions as a
. " . InoDB VA
>Q.h ping SAP Mobile , . viable choice for development and deployment. Owr engineers contribute millions Jownload
sna 0
the Future 50% (Cloud Ver: . jaaue of lines of code, and work side by side with other corporate and individual v
- Linux contributors in global open source communities.
40% }  What's New * SO
3:‘:“’“3";5 = Nefficans However, when it comes to chaoice of IT sirategy we cannot stress the importance
elease No . DK s
30% ::': of leveraging open standards enough, whether in the context of open source or or within
Limitati
fmitations « VirualBox conventional software. Oracle products based on open standards make integration thin the
209% » General * Xon and interoperability easy, and prevent vendor lock-in, lowering the total cost of SAP
) * and mare. 3 iability
}  Getting Star ownership.
10% cause
)} Administrat Today, many customers are using open source togeiher with conventionally hose
h FOSS
0% * Documentc licensed and developed products in heterogeneous and mission-critical arror-
environmenis. Corporate and public sector cusiomers are reaping the benefits of y of the

Monitoring with

Reference: Gartner

© ISACA South Africa Chapter All Rights Reserved

lower costs, easier manageability, higher availability, and reliability along with
performance and scalability advaniages. Oracle delivers by offering this level of

choice and a diverse and integrated portfolio of products.
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“HSACA” Myths Vs Factg Commercial (SAP as a reference point)
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AThreeAreas of SAP Security

ABusiness Logic Area : SOD , Access Controls, Insiders
ASource Code Security: Developers Mistakes or even Sabotage plans, Insiders

A Application Platform Security: External, Over Network; Hackers, Web Services, Mobility, Portal for
Partners, etc

HSACA
Gamnng
the Edge ; » Network filters, forensic H H H
B e Transforming the Security Baseline
e other security controls  protection Against Advanced Threats Demands a Proactive Approach
are not enabled by
default
. Myth: SAP Systems are secure  Fact: Many standard security settings are
* Firewalls, IPSand other 1, dafayit insecure and violate SAP recommendations
network sgcunty
::5::::';5': ::;":::i e Myth: Network perimeter Fact: Firewalls, IDS/IPS and AV solutions
payloads controls can prevent external  cannot adequately analyze SAP traffic
attackers accessing SAP
= Access control using systems
GRC does not safeguard
against attacks thatdo  Myth: SAP GRC protects Fact: SAP GRC does not monitor all security -
m:':‘-"!“"? any SAP against all insider and outsider  relevant areas that could expose systems to
SCEIONS threats cyber attack
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Continuous Public Publishing Possible Exposed SAP Servers
of Vulnerabilities in Africa o
Global Security Researchers South Africa, Kenya, Nigeria
BUT
No Pentestinformation Available
CVE? May, 2015
CVSS ?? ShodanHQ Search: SAP

Google Search: SAP inurl:cmd=login
Google Search: peoplesoft inurl:cmd=login

Risk Prioritization

Our Findings:

Al +90a 02YY2y ARSY(ATASRAKIose b R@SARoutersvere foundon
data exchange between security Shodarand 72% of them vulnerableo
products and provide a baseline remote code execution
index point for evaluating coverage A Mostpopular release (35%) is still
of tools andservices NetWeaver 7.0, and it was released in

A CVSS, is a vulnerability scoring 2005.
system designed to provide an open A One third of Internetfacing SAP web
and standardized method for rating services does not use SSL at all.

IT vulnerabilities. CVSS helps A Major Bankin Africa, Major Airline in
organizations prioritize and Africa Vulnerable, Government portal
coordinate a joint response to and Automotive company

security vulnerabilities by
communicating the base, temporal
and environmental properties of a
vulnerability

nm
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inurl:/irj/portal
inurl:/IciEventServiceap
inurl:/ IciEventServicdciEventConf
inurl:/ wsnavigatoy jspd test.jsp
inurl:/irj/go/km/docs/

Using tools likeShodanor ZoomEyeor evenGoogle

HISACA
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