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ÁIntroduction 

ÁHistory into Applications /Code (in summary)

ÁWho is responsible for Security in Applications? Dev Team? Security? Business?

ÁTrends Today ï2016!

ÁCommercial Software: SAP as a point of focus (Why SAP?)

ÁOpen Source Security, The challenges today; Security, Legal, Operational

ÁWhat can be done to solve the problem?

Agenda



ÁConsulting Partner, DeltaGRiC Consulting ïLeading Consultancy in the SAP 

Africa Ecosystem, focusing on mitigating cyber Risk and Compliance violations in 

SAP run organizations

ÁEnterprise Application Security Enthusiast/Evangelist ïFocused on SAP and 

Open Source Software Security.

ÁDelivered first ever SAP cybersecurity project on the African Continent  - RSSC, 

Swaziland with ERPScan team

ÁRespected opinion on SAP Security matters / OSS Security matters (Times 

News, ITWeb) 

ÁAdvocate of ñCompliance is only but a check-in-the-boxò and does NOT really 

mitigate the actual Security Risks.

ÁParticipated in the Curriculum content development for the Graduate Program in 

Cyber Security & Intelligence at the Ontario College of Management and 

Technology, Canada (OCMT). 

ÁI am not an Expert J !.I know one thing: that I know nothing é Apology 29d Socrates

Introduction



How it all began with Applications

ÁAda Lovelace  19th Century ïAnalytic Engine ïNever saw the light of day

ÁAlan Turin (23 June 1912 ï7 June 1954). 

ÁMargaret Hamilton ï1969. 

ÁMicrosoft, SAP, Oracle, IBM, éetc

ÁOfcourse Open source has

always been around for days!! , 

The Past often leads us to ourbh² ΧFUTURE?

But the Focus ?

ÁNetwork Layer ïSANS

ÁHost Layer

ÁPhysical Layer

COBIT/ TOGAF

éOmits ASVS



Trends: Independent Credible Reports ?

ÅPonemon Institute 



SAP / Hadoop / Oracle/ Microsoft/ Odoo/ *&^$#
ÁThe wide-spread myth that Business critical Application Security especially ERP is limited to SOD matrix 

has been dispelled.

ÁApplication languages come in various flavours - ABAP, C#, C++, JAVA, which exists in almost every 

company ςA lot of the times, they can store program vulnerabilities left by unqualified developers or 

special backdoors which can help insiders to gain illicit access to business data. 

=

ÁOf all the recorded cyber breaches that occurred in 2015, 50% was attributed to the Application layer. A 

variety of hack tools has been released that prove the possibility of SAP attacks and simplify them for 

cybercriminals.

ÁMost of these vulnerabilities allow an unauthorized user to gain access to all the critical business data, 

so it is necessary to think about implementing a specific system of SAP security. Unfortunately, many 

information security officers are scarcely informed about the security of business applications like SAP & 

Oracle.

Commercial Vs Open Source



Who is responsible for Security ?
Commercial Code Open Source Code

Å ά5ŜŘƛŎŀǘŜŘ security ǊŜǎŜŀǊŎƘŜǊǎέ

Å Alerting and notification infrastructure

Å Regular patch updates

Å Dedicated support team with SLA

Å άŎƻƳƳǳƴƛǘȅέ-based code analysis

Å Monitor newsfeeds yourself

Å No standard patching mechanism

Å Ultimately, you are responsible



ÁA company hire experts for VAPT service or Product

ÁThose specialists run some pentestingtools

ÁThey (may) manually test vulnerabilities, escalate privileges and as a result write report about 

vulnerabilities.

ÁάǿŜ ŦƻǳƴŘ ǾǳƭƴŜǊŀōƛƭƛǘȅ · ƻƴ ǘƘŜ ǎŜǊǾŜǊ Y.  Look ŀǘ ǘƘŜ ōƭŀŎƪ ǎŎǊŜŜƴǎƘƻǘ ǿƛǘƘ ŎƻƳƳŀƴŘ ƭƛƴŜέΦ 

ÁEverybody know that there are vulnerabilities in almost every system

Áhow dangerous are they?

Áhow easy is to exploit them?

Áwhat can happen after the exploitation? 

Áand what kind of REAL risks to YOUR organization it provides. 

Application Security Trends

Credits: Alexander Polyakov 



Application Security Trends

Credits: Alexander Polyakov ERPScan research : RSA Conference 2014 



A deep Dive into why SAP?

ÁWhy SAP?

ÁSAP holds the corporate 'Crown Jewels': 

Á* 290,000 corporate customers, including; 87% of the global 2000; 98% of the most 

valued brands 

Á* SAP touches 

Á74% of all global transactions 

ÁUS$16 Trillion of retail sales 

Á.......and this data and information is of interest and real value to: 

ÁCriminal hackers and activists; Competitors, partners and nation states 

ÁUnhappy employees and contractors 



A deep Dive into why Open Source?

ά.ȅ нлмсΣ hǇŜƴ {ƻǳǊŎŜ 

Software will be included in 

mission-critical applications 

within 99% of Global 2000 

ŜƴǘŜǊǇǊƛǎŜǎΦέ

Will face problems because 
of no policy.
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ÁThree Areas of SAP Security :

ÁBusiness Logic Area : SOD , Access Controls, Insiders

ÁSource Code Security: Developers Mistakes or even Sabotage plans, Insiders  

ÁApplication Platform Security: External, Over Network; Hackers, Web Services, Mobility, Portal for 

Partners, etc.

Myths Vs Facts ςCommercial (SAP as a reference point)



Possible Exposed SAP Servers 

in Africa
South Africa, Kenya, Nigeria

ShodanHQ Search: SAP

Google Search: SAP inurl:cmd=login

Google Search: peoplesoft inurl:cmd=login

Our Findings:

ÅClose to 200 SAProuterswere found on 
Shodanand 72% of them vulnerable to 
remote code execution 

ÅMost popular release (35%) is still 
NetWeaver 7.0, and it was released in 
2005. 

ÅOne third of Internet-facing SAP web 
services does not use SSL at all. 

ÅMajor Bankin Africa, Major Airline in 
Africa Vulnerable, Government portal 
and Automotive company

May, 2015

Continuous Public Publishing 

of Vulnerabilities 
Global Security Researchers

BUT
No PentestInformation Available

CVE?

CVSS ??

Risk Prioritization

Å/±9Ωǎ ŎƻƳƳƻƴ ƛŘŜƴǘƛŦƛŜǊǎ ŜƴŀōƭŜ 
data exchange between security 
products and provide a baseline 
index point for evaluating coverage 
of tools and services

ÅCVSS, is a vulnerability scoring 
system designed to provide an open 
and standardized method for rating 
IT vulnerabilities. CVSS helps 
organizations prioritize and 
coordinate a joint response to 
security vulnerabilities by 
communicating the base, temporal 
and environmental properties of a 
vulnerability



Myths & Facts

inurl:/ irj /portal
inurl:/ IciEventServicesap

inurl:/ IciEventService/ IciEventConf
inurl:/ wsnavigator/ jsps/ test.jsp

inurl:/ irj /go/km/docs/

Using tools like Shodanor ZoomEyeor even Google

http://www.shodan.io/
https://www.zoomeye.org/
http://www.google.com/

